m —_
o= IKINX

T -

 Saro o SPOWAYSIOCS! ]

| ce ,,...a.w *x 1 0
R Viodbus
SPCway
SPCway Plus
Setup guide

Adapted for SPCway Plus firmware 2.0



K NXIogiC

Table of contents

Adapted for SPCWay PIUS fIrMWare 2.0.........uieiieiiiee ettt e e e e te e e s sarae e e esatae e s snrneeeeanes 1
TADIE OF CONTENES ...t ettt sttt et esbe e sae e sane st e e be e beens 2
1 Create the EDP client on the SPC PANEl ....ooieiiiiiiiiiie ettt eaee e 4
D & o YoYU o I d o TSI o 6V 1 PP 7
3 LOEON tO the SPCWAY WEDSIEE ...uvviiiiiiie ettt see e e e sbee e e s sab e e s s sabee e e enareeas 8
4 Configure the NEtWOIK IP @ddrESS.....cccuviiiieiiiiieieciiiie et ettt e e et e e e sae e e eraae e e esaaaeeesennaaeeens 10
5  Configure the device physical KNX @ddress ......c.eeieeciiiiiiiiiie ettt e e et e e evre e e e enreee e enes 11
6  Setthe EDP client settings in the SPCWaAY .....ccoccuiiiiiiiiiee ettt e s e e 13
7  Configure the communication objects and group addresses .......ccoecvveeercieeeirciiee e 15
7.1 GENEral INFOIMATION c...iiiiii ettt et e st e s bt e e sbeeesanes 16
7.2 V=T o | PO P P OTPTTOT 19
7.3 K] =1 U PP OPP P OTPPN 21
7.4 COMIMANG 1.ttt b e bt bt sttt e bt e s bt e s bt e saeesabesateeabe e bt enbeesneeeneeeneeensean 23
7.4.1 Watchdog COMMANG .....oiiiiiiiie e e e e s b e e e saaeeeeas 25

8 IMOODBUS. ..ttt ettt et b e e be e e s bt e e bt e e s bt e s beeesabeeebaeenatee s beeenars 26
8.1 1Y/ TeTe | YU I ole] o T (U] =Y d o PP 26
8.1.1 MOADUS CONNECLION. ..c..eiiiiiiiiiieeee ettt sttt et et e b e saeesane e 26
8.1.2 (0%0] 0] 0o 0 aTToF=1uToT s W] o] [T ot 4TS 27
8.1.3 Profile PAramELErS. .....ooi ettt e e e e e e e e eareeas 27

8.2 Y T e | YU I o1 ge) i 1[PPI 28
8.3 Application 1eVel datatyPes ......uii i e e 30

9 BACNETL & API (PIUS F ALUIES) ..cuvveeieeiiiee ettt ettt ettt e et et e e e etre e e e setbeeeeestreeeessbeeeesnsveeessnnes 32
9.1 BACKNET ...ttt s e s s e s e s e 33
9.2 L o N 35
10 VisUalization (PIUS fEATUIE).......ceei ettt ettt e et e e et e e e e eate e e e eseaeeeenraeaeennes 36
11 SECUItY CONSIARIATIONS .uiiiieiiieecciiee ettt e e e ere e e et e e s e sba e e e eeabeeeeennbaeeeennseeas 38
12 [ale=T o (ol o o= U =L SR 40
13 SUPPIEMENTAIY fEATUIES ...t e e e e e e e et e e e et e e e e eeabaeeeenareeas 41
700 A V) Q@ ] =T ot 3SR 41
G T A ] o [T o1 3 o =4 -4 T o =R 43
13.3  Alerts, LOgS aNd EFTOr [0 ....ueeeieiieeiicciiiee ettt eiee ettt e ette e e stte e e s e atee e s sata e e s sntaeaeentaeaseanes 44

R - - Tol [N oI [0 [o I T] o] ¢ YU PPPROt 44



K NXIogic

14 AAVANCEA SEELINES ..vveeiiiiiiie it e e e et e e e sbte e e e e sbteeeeebteeeeeabtaeessstaeeesstanaesnnes 45
I R o (o 1y o g = 1= PP OPPP 45
142 KNX-IP router & filEEIING...ccuviiiieiiee ettt e s s e e s s eata e e s snteeessanee 45
14.3  Advanced GENEral SEEHINGS....ciiiciiii ettt e e et e e s st e e s ssateeeesnteeeesanee 46
14.4  FirMWAre UPSIade ..oocveiieeciieieeeiiee e ettt e e sttt e e e ette e e s e tte e e e ebteeessbtaeesebaeeeseasaeeesessaeeesassenassnnes 46
14.5 ReSEHING PASSWOIT . .uviiiiiiiiiieiciiie ettt e e ettt e e e et e e e e tte e e e ebte e e e sbteeeeebaeeesebteeeesnstaeaeeasteeeesnnes 47

ANNeX 1: EVENt definitioNs ......ciiieiiiieeeee ettt st ne e s b e 48

ANNEX 2: Status defiNitiONS. ... .coiiuiiiiee et et e s nee e sreeeaee 53

Annex 3: Command defiNitioNS .......cueeiiiiiiiie e et e e b e 55

ANNEX 41 BACNET....ciiiiiiie ettt st e et e e ee e 56

6 For a typical setup, you only need to go through steps 1 till 7.
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1 Create the EDP client on the SPC panel

The first step is to define an EDP receiver configuration for the SPCway, inside the SPC panel.

The manual will focus on the use of the web interface to do so, but it is equally possible with the
other SPC configuration tools.

First logon locally to the SPC website as ‘Engineer’ and go into ‘Full Engineer’ mode in the upper right
corner. Then go to ‘Communications’ > ‘Reporting’ > ‘EDP’.

Communications Reporting PC Tools

CEI-ABI

D Receiver Description Network Status Dial-up status Last Dial Test Edit Delete

1 1 EDP Fault NIA None | | [zl

l Refresh H Settings H Add |

Figure 1: EDP screen

Click on the general ‘Settings’ button in order to:

- Verify the EDP is enabled
- To set/modify/consult & note the SPC EDP Panel ID

You should see the following screen. Click ‘Save’ and ‘Back’ to return to the EDP window.

Communications FlexC ® Reporting PC Tools
Analog ARC CEI-ABI
EDP Settings (Panel)
Enable Check this to enable EDP.
EDP Panel ID 1000 :ng‘q:g!;g;;n)ﬁ:anon number used by EDP receiver for this panel
Panel Port 50000 {P1 r'-%ré gge;cewmg |P packets (Default is 50000).
Packet Size Limit 1440 :wsao)(anjmﬂaréurher of bytes in an EDP packet for transmission
Event Timeout :l:m:)sg ?I seconds between i of unackr d events
Retry Count {woax ?;gwjber of event retransmissions.
Dial Attempts :w1a>_‘ ?guén::)er of failed dial attempts before Modem lockout
Dial Delay (Sfco;\;gs ;o wait before redialling after a failed dial attempt.
Dial Lockout I:I (Sgtiognggsgggs;}spend dialling when max number of failed dial attempts are reached (0 = don't suspend dialing)
Event Logging Options
Comms Status ] Log all changes to communication availability
EDP Commands Log all commands executed through EDP.
AlV Events () Log when Audio/Video verification events are sent to receiver.
AJV Streaming [m} Log when AudiofVideo live streaming begins.
Keypad Use Log when remote keypad is activated.

Figure 2: EDP settings
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Click the ‘Add’ button to open the EDP Receiver editing window.

The following parameters are particularly important:

i

Receiver Id: this is the SPCway EDP ID. E.g.: 99

Protocol version: Version 2

Commands enable: check if you want to allow the SPCway to send commands to the panel

Encryption key: you can enable the encryption and specify the key (optionally)

Network enable: check

Network protocol: TCP/IP

Receiver IP address: the IP address you will assign to the SPCway, e.g.: 192.168.255.110

Receiver IP port: the port the SPCway needs to listen on: e.g. 50000

Always connected: check

Primary receiver: check, if events are needed. See note below*

Event filter: turn on those events you need. IP Network congestion might be a consideration
for not enabling all events. See note below*

Note: events are used for true event forwarding, but also to optimise fast status updates (~

100 ms). If for instance zone events are filtered, then the zone updates will have a typical

maximal two second lag. This interval can be changed if needed. (See chapter 14 ‘Advanced
Settings’.)

Before logging off, do not forget to exit the ‘Full Engineer’ mode.

The 5 values indicated in bold red above are needed to configure the SPCway.
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This is what the form would typically look like:

Description SPCway Desorigtian of reosher,
Unbgues Id=rtication number of EOP necehver usad by this pansl.
Rizcahvar kd s [1- 93397
Protocol version Version2 ¥ Salact varglon of EDP protooal ©o use with this recsher
Security
Commands Enabls [ i Chack IT Incaming commands ane alkowed fram this recsher,
Changs wsar PINS [ i Chack If changing us=r PDks ks alkowed fram this EDOP recshver,
virtual Keypad ¥l Chack bo allow virtual keypad acceass from this DR racebver,
Lr"it"'rﬂru Smlat privacy aptians e e sTresming to this recsher.
Only after alarm event ™
Encryption Enabded n Check I data ta and fram this recsiver ks encrypted.
Network
Mtwork Enabs il Chaci If events can ba repartad through MNetwari
Matwork Protocod Salact ranspart layer protacol aver Brhernet.
TCRIP
Fecalhvar IP A0OrSEs 122,168 255 110 1P mddregs of recabyer,
Recahvar IP Port SO000 IP port of racaboer,
Chachk If panal should ke=p & pErmansmt cannsction ©a the necshver, Ifnot chacked then
Awzyps Connectad i panal willl anly Sannact ta the racabwer after A SlEOm Swant.
Pansl Master Chack this 2o maks the pans] master of polling massnges.
Podiing Intsrval 10 Sapands betwesn palls
Ganarate 3 Network Faurt n A palling Sallure will generate & netwark Sl
Dial-up
Dédal-up Enabds D Chack I evants can be rapartad through dial-up
Ewents
[Primeary Rsahvar |I| Cnack I primary, chuar fur hackun
Ragusus Evants [ i {Ohack If =wants that Sl ta repart ars ta be ragqususd fhr transmissian.
arification n Chack If Audia Viden weriicatian Shauld be Samt ta this recsheer,
Ewvent Fittsr Canfigurs which svents ane reported ta this regshoer

Figure 3: EDP receiver form
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2 Hook up the SPCway

Three connections are to be made

1) Power supply to the ‘DC 24V + & -“terminals.
Any supply in the ‘DC 12V - 24V’ range will work. The typical power consumption
approximately 1W. There are three possibilities to provide power to your SPCway:
- Aseparate PSU (recommended)

- The 12V connection from your SPC panel. If you were to choose this option, be sure
to consider power consumption in the battery load calculation.

- The third possibility is 24V passive power-over-Ethernet

2) LAN: plug in your Ethernet cable to connect the SPCway to the same LAN and subnet as the
SPC panel.

3) KNX-EIB: Optionally, connect the KNX bus cable to the SPCway. You can also connect to the
bus line (or to several lines in larger installations) through the KNX-IP (EIBnet/IP) protocol.

Your device is now starting up and ready in roughly one minute.
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3 Logon to the SPCway website

Default configuration information of the SPCway:

Parameter Value

Default IP address Fixed IP: 192.168.0.10
Subnet: 255.255.255.0

Configuration login:
Username & password admin & admin
Hostname: SPCway

Assure your pc (or tablet) is on the same subnet as your SPCway. In other words, it needs a similar IP

address: 192.168.0.xxx. You can do so by configuring a fixed IP address for your LAN adapter
(example 192.168.0.9).

Note: Google for ‘assign static IP address windows’ or ‘assign static IP address iPad’ if you
need assistance with this.

Now open your browser and surf to http://192.168.0.10 or to http://SPCway.local/

KNXloglc

@7

KNX & SPC
configuration  configuration

SPCwav Swvx - V2

Figure 4: SPCway homepage
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@,/m i

KNX 1 SPC User mcde Touch

SPCway Plus S - V2

Figure 5: SPCway Plus homepage

Note: The two rightmost icons to access the visualization engine are only present on the
SPCway Plus homepage.

All common configuration can be accessed from the ‘KNX & SPC configuration’ page.

The 'System configuration’ page is only needed for very specific tasks or when instructed to do so.

Note: the use of the Hostname to surf to the device (SPCway.local by default) will only work
from a tablet/pc/phone with ‘zero config support’:

- Apple enabled devices: iPad, iPhone, Mac or PC with iTunes
- Android devices: Android is gradually adding ‘zero config support’ to its operating system.
From a device which is not yet enabled: install the free app ‘ZeroConf Browser’. Under HTTP

you’ll find the SPCway with its IP-number. Surf to that IP number with any internet browser.

- From a PC without any Apple support: install ‘Bonjour for Windows’ from Apple (or install

‘iTunes’) and proceed as above.

- From a Linux device: assure you have a ‘zero config service’ running such as ‘Ahavi’
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4 Configure the network IP address
You will probably want a different network IP address. Contact your network administrator if you
need assistance.

From the homepage open the ‘KNX & SPC configuration’ and log in.

Select tab ‘KNX & SPC configuration’ > ‘Utilities’ > ‘System’ > ‘IP interface’. (or ‘System configuration’
> ‘Network’ > ‘Interfaces’) and click on the first and only interface ‘eth0’ to get the configuration
window:

System  Metwork  Services  Status  Help

Interfaces

Name MAC address

00:00:54:FF:82:3F

Figure 6: Network settings

This will open the interface configuration form:

Interface ethD x
Protocol Static IP v
1P address 15‘2.16-3.255.11EI|
Metwork mask 255.255.255.0
Gateway IP 192.168.255.1
DNS server 1 8.8.8.8
DNS server 2 8.8.4.4
MTU
0K ] [ Cancel ]

|

Figure 7: Interface ethO

Now set the IP address in line with the EDP client IP address you entered earlier in the SPC panel.
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The physical KNX/EIB address configuration is done through the web interface. ETS is not needed to

configure the device.

From the Configuration page, go to: ‘KNX & SPC configuration’ > ‘Utilities’ > ‘System’ > ‘KNX

connection’ (or: ‘System configuration’ > ‘Network’ > ‘’KNX connection’).

The following screen will pop up.

r
KNX connection

General IP > TP filter TP = IP filter

Mode ( TP-UART )

ACK all group telegrams

KN address 15.15.255
KNX IP features

Multicast IP 224.0.23.12
Multicast TTL 1
Maximum telegrams in queue 100

Figure 8: KNX connection

1) ‘KNX address’ (physical address): assign in line with your KNX line addressing.

2) ‘Mode’: If you have the KNX/EIB bus connected directly to the SPCway (on the red and black
connector), then ‘Mode’ needs to be set to ‘TP-UART'. If you want to connect through KNX-IP
without a direct bus connection, then put ‘Mode’ on ‘EIBnet/IP routing’.

3) ‘KNX IP features’: with a TP KNX/EIB connection, you can switch on/off the KNX-IP features if

you wish. (when using any other mode, KNX IP is always required).

You don’t need to change the other settings in this tab.
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Note: when logging in to the configuration page, you will be prompted with a warning if no
TP connection was found while mode is set to TP-UART. When confirming the popup, the
configuration will be changed (mode= EIBnet/IP routing, KNX-IP features=enabled).

Note: When neither communication over TP or KNX-IP is possible, an error will be flagged in
the Configuration page, at the bottom right corner:

CPU/IO: 0.38 0.21 0.23, Memory: 8%, KNX/TP: ERROR

Figure 9: Error
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6 Set the EDP client settings in the SPCway

From the configuration homepage select the ‘KNX & SPC configuratie’ > ‘/KNX SPC config’ tab.

Select the listing of ‘General’ parameters:

SPCway - Panel and Object Configuration MNeighbours: | Select neighbour ¥ | Language: | English ¥ | Start page

KNX SPC config KM Objects KNX Object logs Utilities Alerts Logs Error log

General | Events Status Commands Panel config data
- I T= 1 '
- A W © '
1

MName Value Description
Panel ID 1000 The EDP ID of the SPC panel @
SPCway 1D 99 The EDP client ID for the SPCway @
TCP port 50000 The TCP port, used by the panel to pell the connection @
-.d)Add new 14 J Page 1 of1 P el re‘ Displaying 1- 3 of 3

Figure 10: Tab 'General’

Here you can set the three remaining EDP client settings as configured in the SPC panel.
To set a parameter, click in the listing, fill in the value in the popup window and click ‘Save’.

To configure the optional EDP encryption key, click ‘Add new’ and select ‘Encryption’ in the name
field from the drop down menu:

Configure General SPCway parameter *
Mame: Encryption »
Value: 0123456780ABCDEF] 234567 89ABCDEF
Description: The EDP encryption Key for the SPCway

Save Cancel |

Figure 11: Encryption configuration
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Once all three parameters are set, click the ‘Reload configuration’ button (see above) in order to

activate the changes.
Look in the ‘Alerts’ tab to see if a stable connection is established.

You can now click the ‘Panel config data’ button to see the element info retrieved from the panel.
This info gets updated automatically every 10 minutes.
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7 Configure the communication objects and group addresses

The SPCway offers the possibility to create group addresses in a very flexible way. Even for a small
installation (4xxx based), one can easily imagine over thousand different communication objects to
suit every possible need you might have.

Due to this extreme flexibility, communication objects and group addresses are configured through
the web interface. ETS cannot be used to configure the device.

There are three types of communication objects you can create:

- Events (SPC -> KNX/Modbus)
- Statuses (SPC -> KNX/Modbus)

- Commands (KNX/Modbus -> SPC)

A status is an information regarding the state of an element. An essential concept of a state is that a
state is always valid. Any event that invalidates the state (as defined) will result in a change of state.
The only limitation on this is related to the polling and update frequency of a state. For more
information regarding status update frequency see section 14.3 ‘Advanced General settings’.

Events and Commands are linked to an event of the SPC panel. An essential concept of an event is
that it is only valid at the moment of the event. It loses is meaning immediately after that moment
because another event can have occurred invalidating the former event. Example: a command ‘arm
perimeter’ @ 10:00:00 only means that at that moment such command was raised (and may or may
not have changed a state of the SPC). Looking at the value of the command @ 10:00:01 doesn't tell
anything about the state of the SPC panel, since another command might have been given in the
mean while (through another KNX command, direct user interaction ...)

Terminology:

1) Further in this document, the term ‘element’ is used. Referring to such ‘element’, refers to
one of the ‘assets’ managed by the SPC panel: a zone, an area, a door, a user, an output, a
camera, an expander, a node or a modem.

2) When referring to the element type ‘Output’, we refer to the broadest meaning of the term,
in line with the SPC Installation manual term ‘Output’: a Mapping gate (see section
‘Configuring advanced settings’ of the SPC Installation manual). Such a mapping gate may be
linked inside the SPC panel to a physical output, but this is not required.

For the first 5 ‘element’ types listed above, the SPCway will get the list of configured elements from
the SPC panel. This information is consultable on the ‘Panel config data’ button and in the form
control tip texts.
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7.1 General information

For each type of communication objects there is a separate listing on the ‘KNX SPC config’ tab. Click
the button to show the listing.

To add a new communication object, click ‘Add new’

Class Event Element 1D Option KMX ohject « KMX value Description Dupl... Active
Doors Access Granted 1 * 1213 1 send 1in case somebody gets access at door 1 |_—r|;| Q @

Figure 12: Object row

Duplicate Communication Object X

Number of duplicates: 10

<>

Increment object GA's (ID): 1

Save Cancel

Figure 13: Duplicate form

From the listing you can:

- edit the object: click any text field on the row. (See figure 12)

- duplicate a communication object: click the duplication icon of the row, you can adjust the
number of duplicates and the increment object GA’s (ID)

- activate/deactivate a communication object: click the red/green round
- delete a communication object: click the delete icon of the row

- sort the objects: click on the required sort field in the header.
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Editing generalities

When editing or creating a new communication object an edit form will appear:

Configure Event *
Class: Setting and Unsetting v
Event: Opening Report v
User ID:

Option:
Active:
KNX object: 11/0/12
KNX datatype: 05. 1 byte unsigned integer v
Send value: 1
Description:
Save Cancel

Figure 14: Object configuration screen

- The first field is always the ‘Class’. Since there are many commands, events and statuses, the
Class allows to reduce the long list and find what you need faster.

- The second field is always the selected event, status or command.

- ‘Active’ field: you can have the communication object active or inactive. When inactive, the
SPCway will not consider the communication object.

- ‘Description’ field: a free text field.

After making changes, you need to ‘Reload’ the configuration in order to take effect.

For most of the fields, there are control tip text boxes that appear when moving your cursor/mouse
over the field. They give additional help to fill in the field. Example: when you need to fill in a zone ID,
the tip text will show the list of all existing zones in the panel.
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Doors v ess door 2
Access Granted v t door 2

Mt dnnra
1 Tx A

n, m, ... : multiple ID's

! t door 2
t door 1
1/21 t door 1

Figure 15: Tiptext

Note: In annex 1, 2 and 3, you can find the tables with the possible objects.
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7.2 Event

Events are raised on a given moment and indicate that something happens at a given moment in
time. Once the event has been sent on the KNX bus, the last value of the event will persist, however,
this might no longer represent the actual status. Events are in line with the SIA event definitions.

There are 135 different types of events distributed over 15 classes. See annex 1 for more information
on the possible events.

After selecting the Class and Event field:

- Specify the element ID: most events are raised for a specific Element type (see annex 1). In
most cases you can identify for which element you want to create a communication object.
This is what you put in the third form field.

Allowed values:
- asingle element ID: e.g. 2’ to report an event on door 2 only
- acomma separated list of element ID: e.g. ‘2, 4’
“*’ to trigger the communication object on all elements

- Filter, for specific events: a limited number of events can be filtered even further because
they are associated with a secondary element type (see annex 1). E.g., the door open event
can be filtered on the user who triggers the event.

When filtering is possible, the field in the form will be enabled after choosing the event type.
If filtering is possible then the Filter field is mandatory. The Field description indicates on
what element type you can filter, e.g. ‘Filter on Area ID'.

Allowed values:
- The filter can only be one element ID.
- If you do not want filtering, set it to ‘*’.

« "\ Note: If you want to filter on multiple ID’s, then duplicate the communication object
' configuration and modify the filter value.

- ‘KNX group address’, ‘KNX data type’: specify on which group address and with what data
type the event needs to be reported.
Even if you only need the Modbus side of the interface you still have to specify these values:
the Modbus object (register/coil) definition is mirrored with the KNX objects.
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‘KNX value’: the value to be sent when the event occurs. It can be :

an explicit numeric value (in line with data type) e.g. ‘1’

an explicit string value (data type string required)

IV: ID Value = textual description/name of ID (data type string required)

FV: Filter Value = textual description/name of the Filter (data type string required), if
present

SV: SIA 2 letter code, followed by the ID Value (data type string required)

Sl: SIA 2 letter code, followed by the ID number (data type string required)

TS: the TimeStamp of the event in time of the SPC panel (data type time required)

Note: multiple events can report to the same address. In that case different events can

send different values

Note: one event can be linked to multiple communication objects. It the event is raised, all

objects will be verified and sent when applicable.
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7.3 Status

A status describes at any moment in time the actual state of an element or the system.

A status telegram is, by default, only sent when the status changes. The gateway will also respond to
a read request on the configured group address.

There are 25 types of states grouped in 6 classes.

The status form upper part is similar to the event form, see section ‘General info’ above.

Configure Status ¥
Class: Area W
Status: Area mode 4
Arez ID: 1

Possible values:

Active: <

KNX object: 11/3/2

KNX datatype: 01. 1 bit (boolean) v
Status value type: Converted v
Convertion table: Edit status convertion

Resend interval: 240

Resend @ wvalue: 0

Description: Send 1 if arez 1 is Fullset, otherwise 0.

Resend every 6 minutes if 0 (not Fullset)

Save Cancel

Figure 16: Configure status

The specific fields for the status communication objects are:

- ‘Possible values’: this lists the native possible values of the status. Information only, see
Annex 2. When there is no limitative list of possible values, this field is blank; e.g. the name
of a User.

- ‘Resend interval': if specified, the telegram will be resend periodically with this interval
(seconds), even if the value did not change.

- ‘Resend @ value’: if a ‘resend interval’ is specified, and if also this value is specified, then the
resend will only occur if the value to be send corresponds to the ‘Resend @ value’. If left
blank, the periodic resend will occur for any value.
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‘Status type’: defines what needs to be done with the raw status value received from the SPC
panel.

Possible values:
- ‘Status string’: try to convert the raw value to a string and then send.
- ‘Status value’: try to convert to a numeric value, then send.

- ‘Converted’: define a conversion table. For every possible predefined value you can
specify what value needs to be send.

- ‘Conversion table’: the button will enable when the Converted status type was
selected. This opens a form such as this (for the example form above):

Configure Status value convertion *
Unset ]
Partset_A 0
Partset B 0
Fullset 1
Save Cancel

Figure 17: Configure convertion

Note: after the ‘Status type’ based convention, the gateway will try to translate the value into a KNX
telegram of the specified KNX data type and send it on the KNX bus.
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7.4 Command

The SPCway can send 22 different types of commands, grouped in 5 classes. See Annex 3 for a list of
these commands.

Upon receiving a value or telegram on the KNX bus or Modbus, the command will be executed on the
panel. Optionally a command feedback can be reported on a feedback communication object.

The status form upper part is similar to the event form, see section ‘General info’ above.

Configure Command *
Class: Area =7
Command: Set an area 4
Araa ID: cv
QOptian:

Active: o
KMNX object: 11/1/1
KMNX datatype: 05. 1 byte unsignad integer 4

Send value filtar:
KMNX feedback object: 11/2/1

Description: St the arez with ID number a5 sent in the
KNX command on '11/1/1", and repart cmd
success on '11/2/1"

Save Cancel

Figure 18: Configure command

On top of the generic fields like the Class and the command name, the command specific fields are:

- ‘Element ID’: for most commands, it needs to be specific on which element (e.g. which door)
it needs to be applied.

Possible values:
- oneelementID

- acomma separated list of element ID’s: the command is applied to all listed

- the predefined value ‘CV’ = Command Value: the value received on the command
object is used as element ID for the command
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‘Option’: on certain specific commands a second option argument is needed (see annex 3).
When available, the option field becomes enabled and is mandatory.

Allowed values are:
- the explicit value to be used, e.g. ‘1’ for audio message 1

- the predefined value ‘CV' = Command Value: the value received on the command
object is used as option for the command

- ‘Send value filter' : when specified, the command will only be executed when the command
telegram value corresponds to the value. If not matching, then the command request is
discarded for this configuration (and reported on the feedback).

- 'KNX feedback object’: when a group address is specified, it creates a communication object
to report the error/success of the command. The datatype of this communication object is
always 8bit-Unsigned Integer.

Possible values are:
- 0=success
- 2=error, due to configuration
- 12 =error, panel in full engineer mode
- 13 =error, panel not ready to receive such command
- 14 =error, command not enabled
- 15 =error, command not implemented
- 16 =command not initiated: filtered out (Send value filter)
- 17 = command issued but no panel reply

Advanced ETS

6 In case you want to rely on certain advanced ETS functions (filter tables) then use a dummy
KNX device to virtually assign group addresses. Read the similar instructions in the document
‘ComfoWay — KNX and ETS usage’ which you find on our website.



http://knxlogic.eu/wp-content/uploads/2014/09/ComfoWay-KNX-and-ETS-usage-V1.0.pdf
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7.4.1 Watchdog command

The watchdog command (in the System Class) is a special command. This command is processed
internally by the SPCway only and is not forwarded to the SPC panel.

The purpose is to be able to verify from an external source if the SPCway is still functional.

When send a command value to this command, the value is echoed onto its feedback object, so the
feedback object values defined above do not apply to this object.

Since the feedback object is fixed at datatype ‘unsigned byte’, the most common sense choice for the
command object datatype is ‘unsigned byte’. However, this is no absolute requirement.

The SPCway will try to convert the incoming value of the command to a unsigned integer for
feedback: if a command string type is used, and the string ‘12’ is sent, the feedback object will still
echo integer 12.

Typical delay between command and echo should be less than 200 ms.
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8 Modbus

8.1 Modbus configuration

The Modbus configuration consists of three aspects:

- The modbus connection
- The Modbus communication objects
- The Modbus profile parameters

8.1.1 Modbus connection

The Modbus connection can be configured with four parameters.

In the ‘General configuration settings’, the following modbus parameters are available. They can be
added by using the ‘Add’ button.

- modbus.connect.type
Meaning: identification of the physical/logical layer of the communication.
Allowed values: rtu or tcp; rtu uses the rs-485 terminals
Default (if not specified): tcp
- modbus.connect.params
Meaning: configuration of the communication.
Allowed values: a comma separated list of parameter-value pairs: parameter="value’.

The allowed parameters depend on the modbus.connect.type setting

- Incaseofrtu:
= rsport: which physical serial port to use RS485 or R$232
Default value: RS485
=  baud
Allowed values: 110, 300, 600, 1200, 2400, 4800, 9600, 19200, 38400, 57600,
115200, 230400, 460800, 500000
Default value: 9600

= databits
Default Value: 8
= stopbits

Default Value: 1
= parity: the parity bit used
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Allowed values: E (even), O (odd), N (none)
Default Value: E
= duplex: the duplex setting used
Allowed values: H (half), F (full)
Default Value: H

- Incaseoftcp:
= ip:IP address or FQN of master/server
Default value: 192.168.0.20
= jpport: IP port listening for Modbus communication
Default value: 502

- modbus.connect.slaveid
Meaning: identification the Modbus slave-id of the SPCway
Allowed values: integer values

Default (if not specified): 10

- modbus.connect.disabled
Meaning: used to enable/disable the Modbus feature
Allowed values: true or false

Default (if not specified): false

8.1.2 Communication objects

The application layer Modbus communication objects are mirrored on the KNX communication
objects: they are identical to the KNX communication objects as configured on the ‘KNX SPC config’
tab, resulting in the automatically generated Objects listed on the ‘KNX objects’ tab.

Objects added manually on the ‘KNX objects’ tab, or added by the KNX buss sniffer, but which are not
the SPC configured objects will not be mirrored in the Modbus profile.

8.1.3 Profile parameters
The following parameters can also be added to the ‘General’ parameters.

- modbus.profile.usecoils

Meaning: indicates if coils are to be used (for the ‘bit’ application data type objects),
or always use registers including for ‘bit” objects.

Allowed values: true or false
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Default (if not specified): false

- modbus.profile.stable

Meaning: indicates how the Modbus profile file and addresses needs to be organized.
In a ‘stable’ profile, the object base address only depends on the internal
configuration ID of the object. As a result, in such profile the addresses of objects will
never change when changing (adding/deleting/modifying) the SPCway objects
configuration. In a ‘non-stable’ profile the objects are grouped per coil/register
datatype, Read/Write property and application datatype. This results in an easier to
read profile. Small changes are unlikely to modify the addresses of the objects, but
large changes will most certainly change also Modbus addresses of unmodified
objetcs.

Allowed values: true or false

Default (if not specified): false

8.2 Modbus profile
The Modbus objects are mirrored with the KNX objects. All Modbus relevant data of these objects
are stored in a ‘Modbus profile’.

From the SPC KNX config tab the description of the Modbus interface in terms of communication
objects can be downloaded through the appropriated button.

The profile can be downloaded as text/html or as a csv file for easy editing.

Note: in any case, only the readable-writeable coils and registers are used. In other words:
only ‘discrete inputs’ and ‘holding registers’ are used. ‘Coils’ and ‘input registers’ are not
used. The ‘Read/Write’ property of an object does not change that.

The profile is a table with the following columns, each representing a property of the objects listed as

rows:

- ‘Name’: name of the communication object, identical to the name found/generated in the
‘KNX objects’ tab.

- ‘Type’: indicates if the raw Modbus datetype used is a coil or register.
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- ‘Read/Write’: indicates if the object is R = Read only or W(R) = Write / Read. This property
has no raw Modbus meaning (see note above). It only has a meaning at application level:
when a value is written to a ‘discrete coil’ or ‘holding register’ which is not of type ‘W’, the
received value will be dropped by the SPCway and the internal data table will not be
updated. (When reading the value subsequently, it will still hold the old internally written
value.)

- ‘Address’: the Modbus address of the first element of the object, in the ‘true sense’ of the
protocol description. One object can be represented by several elements (see Length),

depending on application data type used. (See ‘Data Type’)

- ‘Address’: the 2™ address columns holds a combination of the object Modbus type number
and the address number.

- ‘Data Type': the application datatype use to represent the object value. (See next chapter)

- ‘Length’: the number of elements (coils or registers) to represent this object. The address
range start with the ‘Address’ and continues till offset ‘Length -1’, relative to the ‘Address’.

- “ID’: internal unique and fixed ID of the object. When the option ‘stable profile’ is used, the
‘Address’ solely depends on this ‘ID’.

- ‘GA’: KNX object Group Address, corresponding to this object, as listed in the ‘KNX Objects’
tab.

Modbus SPC panel profile

Name Type Read/Write Address Address Data Type Length D GA
CMD Setan area onid 1,2 (on CV 1) register WR) 0 4x00001 bit 1 17 1072
CMD Unset an area onid 1,2 (on CV 1) register WER) 1 4x00002 bit 1 18 103
CMD Set a door to normal mode on id 1 (on CV 0, £2) register WR) 2 4x00003 it 1 78| 10M40

Figure 19: Modbus profile
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8.3 Application level datatypes

The Modbus protocol only consists of 2 formal base datatypes: bit (=coil) and 2-byte (=register)

However, on application level one or more bits/bytes are given a specific meaning. How to interpret
these bits/bytes is determined by the application level datatypes. The datatypes used in the Modbus
interface are specified below.

All register example values in in hexadecimal notation where the 16 bits are listed as 4 4-bit hex
values with a ‘h’ suffix: 1234h = 1*¥*1673 + 2*1672 +3*167+4

values that can be represented are valid values: this depends on the objects settings in the
KNX SPC configuration.

6 Note: when an application datatype such as uint16 is used, is doesn’t mean that all integer

The following application datatypes are currently used in the Modbus interface:

- bit: represents a binary value 1 or 0 equivalent to true or false. Depending on the
modbus.profile.usecoils parameter, this datatype is mapped to either 1 coil or 1 register.
When a register is used only the LSB is considered.

coil offset 0: bit
register offset 0: LSB
examples: AOO1h= true, 26F0h = false

- uintl6: this datatype is mapped to 1 register. It represents an integer value 0-65535.
register offset O : integer 2-Byte value
example: 1001h = 1*1623 + 1
- uint32: this datatype is mapped to 2 registers. It represents an integer value 0 —4294967295.
register offset O : Least Significant 2-Byte value
register offset 1 : Most Significant 2-Byte value (is shifted 16 bits)

example: 0001h 1001h =1 + (1*1673 + 1)* 2716
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- string14: this datatype is mapped to 7 registers. It represents a 14-character string in 7-Bit
ASCII codes

register offset 0 : MSByte = char 2; LSByte = char 1

register offset 6 : MSByte = char 14; LSByte = char 13

example: 6854h 7369h 6920h 2073h 6574h 7473h 0021h = ‘This is test!’
- datetime: this datatype is mapped to 7 registers. It represents a time and date indication.

register offset 0 : Byte representing year

register offset 1 : Byte representing month

register offset 2 : Byte representing day

register offset 3 : Byte representing weekday (1-7 = sun-sat)

register offset 4 : Byte representing hours

register offset 5 : Byte representing minutes

register offset 6 : Byte representing seconds

example: 07DFh 0003h 0009h 0004h 000Ch 0005h 0010h

=12:05:16 Wednesday 9 March 2015

Note: there is no KNX datatype that can hold both time and date in a single object. As a
result, not all subvalues of the type will contain data. In case of a dt.time KNX datatype

object, only the last 4 contain info (others ‘0’). In case of dt.date only the 3 first contain info,
whilst the others are ‘0’.
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9 BACnet & API (Plus f eatures)

The SPCway Plus product variant has two more protocol interfaces over and above the KNX and
Modbus interface of the SPCway: BACnet and an APl based interface.

Both interfaces work transparently with and just like the existing protocol interfaces. Any change that
is made in either protocol is automatically synchronized with the other enabled protocols and
objects.

Both protocols are part of the ‘Remote Services’ the SPCway Plus offers. To use any of these two, the
following steps must be followed in order to make the configured communication objects available
on the respective protocols:

1) Enable ‘Remote Services’ in ‘System Configuration’ > ‘Services’ > ‘Remote services’.
If desired, you can modify the default password (= ‘remote’). This only applies to the API

feature.
Remote services *
Service status Enabled v
Username remote
Password

@ Leave password blank to keep it unchanged.

| ok || cancel |

(- -

Figure 20: Remote services

2) Select which of the Communication objects are to be exposed in the remote services: check
the ‘Remote’ property of the objects in the ‘KNX Objects’ tab of the SPCway main
configuration page.
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9.1 BACnet

To configure BACnet, some additional parameters of the SPCway BACnet server can be set. First the
BACnet service must be enabled. Both the enable and the general BACnet server settings can be
made in ‘System configuration’->Network->"BACnet settings’:

r |
BACnet settings X
Server enabled v
Device ID 128001
Password mybacpwd
Object priority 16
Port 47808
BBMD IP
BBMD port
BBMD lease time (seconds)
0 OK ] ‘ Cancel y

Figure 21: BACnet settings

Once enabled, the list of BACnet objects can be consulted under: ‘System Configuration’ > ‘Network’
> ’‘BACnet objects’.
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- BACnet objects - x
Name: ComfoWayPlus_128001 Download CSV
Device ID: 128001
Object priority: 16
Port: 47808

= Type 4+ Instance = Name » Current value
2 (AV) 12288 Volume control (6.0.0) 1

2 (AV) 12289 Comfort temperature (6.0.1) 23
5(BV) 12290 Supply air (6.0.2) true
5(BV) 12291 Extract air (6.0.3) true
5(BV) 12293 Filter timer reset (6.0.5) true
5(BV) 12294 Error reset (of ComfoD) (6.0.6) true
2 (AV) 12295 filter Dirty weeks (6.0.7) 17
5(BV) 12297 Boost mode active (6.0.9) true
2 (AV) 12298 Boost mode duration (6.0.10) 30

2 (AV) 12348 Manuel volume control (6.0.60) 1

5 (BV) 12349 Automatic volume control (6.0.61) false
5 (BV) 12353 Manuel volume control - Away true
5(BV) 12354 Manuel volume control - pos 1 false

Figure 22: BACnet objects

With the Download CSV, an EDE-like file can be downloaded with the BACnet object definitions to be
used/imported in other external BACnet configuration tools.

Notel: Objects must be activated individually to participate in the remote services. See
above. If an object is missing in the BACnet list, make sure you check the ‘Remote’ flag of the
object.

Note 2: All BACnet objects are automatically generated: they are mapped from the base
(KNX) objects to BACnet objects with corresponding analog or digital value type. KNX Boolean

o type become a digital value, all other numerical types become an analog value. KNX string
objects are not mapped, since no string variable type exists in BACnet.

Note 3: BACnet object description length is limited. This may lead to duplicate (at first sight)
objects. But this is due to length limitation. The order of the BACnet objects corresponds to
the objects in the ‘Objects’ tab. The Objects address (in integer value notation) corresponds

to the BACnet object identifier value.

In order for a BACnet device to be discovered, the appropriate IP settings must be made with
matching network mask settings, since discovery of BACnet devices is by broadcast on the
corresponding subnet.



K NXIogic

Note: To verify BACnet functionality several freeware tools can be used to interrogate the
SPCway BACnet server, such as ‘Yabe’ : ‘Yet Enother BACnet Explorer’ which can be found on

sourceforge.

For further information, see also Annex 4.

9.2 API
It is possible to interact with the SPCway objects bidirectionally with an URI based API over

http/https.
The supported data formats are json and XML.

The full description of this APl is available in a dedicated document. Check the website
documentation page or contact us on info@KNXlogic.eu.



mailto:info@KNXlogic.eu?subject=SPCway%20Plus%20-%20Remote%20services%20API%20description
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10 Visualization (Plus feature)

For the SPCway Pus two more icons appear on the landing webpage. They allow to login and use the
visualisation engine/server embedded in the SPCway:

- Inuser mode: this mode is optimised for large screen (laptop, tablet, ...) utilisation, with full
graphic layout possibilities

- Intouch mode: this mode is optimised for smartphone use, with a tabular format and
simplified graphics

No special or licenced application is required: the server is consulted through a web browser.

The visualisation engine can be entirely edited inside the SPCway, and a separate visualization
manual exists explaining all the ins and outs.

The additional tabs appearing in the SPCway configuration page related to the visualization engine

are:

- Vis. Structure’:
- allows to define the tree-like structure of buildings, floors or plans.

- allows to set certain parameters for these items (visibility in the modes, pincode,
name...)

- allows to import and export visualisation elements for faster configuration and reuse
of existing layouts.

- “Visualisation’:
- This is the main editor where the layout of the pages are configured

- Different types of visualisation elements can be added and configured: objects,
labels, graphs, links, gauges, frames (to embed other URL pages) and video.

Note: the engine will itself convert a ‘User mode’ page (as configured in the editor),
into a Touch page. This conversion can be tuned in the editor (see separate manual)
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- ‘Vis. Graphics’:
- Upload and manage icons to be used in the visualisation elements.
- Upload and manage background images for the floors/plans.
- Customise CSS stylesheet.

- ‘Users”

- Allows to manage additional user profiles for the visualization access and specify
their rights for all elements in the building/floor tree

A dedicated Visualisation Guide exists, as well as example layout and icon set, which can be
downloaded from our site and directly imported into your SPCway Plus.
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11 Security considerations

When interfacing the SPC panel certain security consideration and recommendations are relevant.
Depending on LAN/BACnet/KNX/Modbus network architectures, one or more recommended
measures are to be considered. It is up to the system integrator to assess the necessity of these and
other measures. The present chapter is not meant to give an exhaustive list or a ready solution but
rather to serve as a checklist starting point.

Possible security measures inside the SPCway:

- Use EDP encryption to create a safe tunnel between SPC panel and SPCway.
- Disable the use of all commands from the EDP client inside the panel.

- Only implement command objects required for the desired functionality. Do not expose
commands which are not needed.

- Use obfuscation techniques on implemented command objects by using non obvious
command datatypes and specific command values, aka. the command ‘Send value filter’. E.g.

telegram on object 1/2/3 with temperature datatype and 23°C value means ‘Arm area 1’.

- Use the Command feedback telegram only during setup and commissioning, but rely on
status changes for actual use.

- Use advanced obfuscation techniques and KNX sender address filtering/verification by using
event scripts (with SPClib solution only, contact us for information & assistance).

- Enabled remote services only when needed.

- Enable remote services only for those objects needed (in particular commands).

- Modify the default remote services password when using APl remote services.

- Only use secure https API URI’s.

- When not using KNX-IP, then disable the service.

- When using KNX-IP, then change the multicast address to a project specific address.

- When using KNX-IP between multiple SPCway’s, then use multicast message encryption.

- When using KNX, use KNX-IP filtering rules and filtering at object level (with dedicated TP
line) to limit object availability on the bus/IP.
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When enabling security sensitive commands or statuses in the SPCway visualization, use the
available access control features:

- Create user accounts per user or profile, with only the respective rights at floor level
(and thus at object level)

- Add pin codes (4, 6 digits or more) in line with local policies. These can be added at
Building, floor and element level.

Modify the default admin password.
Only use https to login to the SPCway.

Protect the SPCway from physical access.
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12 Interface language

The default language of the user interface is English. If you need your user interface in another
language, select one of the available languages in the top left corner of the ‘KNX & SPC configuration’
page.

Meighbours: | Select neighbour A nguage: | English ¥ | Start
Error log
nmands | | Panel config data
]

38 ) |
KMX value Drescription Dupl...  Active
1 send 1in case somebody gets access at door 1 Eﬁ O @
1 send 1 if any user restores any door m (@] @
0 Ly, © @
1 Lhn © @
- [N _ =X

Figure 23: Change language

If you want to contribute a missing translation, please contact us for the conditions we offer.
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13 Supplementary features

13.1 KNX Objects

A list of all managed KNX objects can be found in the ‘KNX objects’ tab.

SPCway - Panel and Object Configuration MNeighbours: | Select neighbour ¥ | language: | English ¥ | Start page
KMX SPC config KNX Objects KMX Object logs Utilities || Alerts Logs Error log
Object filter Group ad... Object name Data type Currentv... IP>T... TP=l.. Log Ex... Updated at Setv...
Name or group address: 17213 EVT Door Restoralonid *forid *,... 01 1bit(.. 0 = = 1 w O
31 CMD Open a door momentarity o... 01 1bit(.. 0 (=] [} B - % ©
30401 CFB on command ga 3/3/1 05 1byte.. O ] (] 1 — w @
Data type: 103 EVT Zone Openonid 1, value 1 (.. 01 1bit(.. 0 ] ] 0 an2isi7. (g @
Not specified h 1004 EVT Zone Openonid 9, value 1 (... 01 1bit(.. 0 E E B wsBn2s2. (g @
Tags: 111005 EVT Zone Close on id 4, value 0 0 1bit(.. 0 ] ] [ 14012015 15... % ©
11/0111 EVT Close Areaonid 1, value 2 (.. 05 1byte.. 0 =] =] [ 1401201508.. & ©
Match mode: 110012 EVT Close Areaonid 2, value 2 (... 05 1byte.. O ] (] [ 1401.201508... w @
11013 EVT Close Area on id 3, value 2 ( 05 1byte.. O = = [ 1401201508 w ©
® Al togs Anvtag 117024 EVT Access Grantedonid*fori.. 05 1byte.. 0 [} [} B - w O
(aopty ter| [Cancel| 1170030 EVT Access Granted onid *, valu... 16. 14 byt... Garagepo... = = [ 14012015 16... w ©
11/0/31 EVT Access Granted onid *, valu... 1614 byt.. Louis =] =] [ 14012015 16... % ©
1170032 EVT Access Granted onid *, valu... 10. 3byte... 16:03:03, ... ] = [ 14012015 16... w @
1110133 EVT Zone Openonid 1, value TS 10 3byte . 17:14:11 = = ] 1401201517 w O
1111 CMD Set an area on id GV 05. 1byte.. 0 (=] [} B - w ©
1z CMD Open a door momentarity o... 01 1bit(... 1 = = [ 140.201500... w ©
1113 CMD Silence All Bels 0. 1bit(.. 0 [} [} B - % ©
11104 CMD Audio Challenge onid 1,2, ... 07.2byte.. 0 [} [} B - w O
11115 CMD Set a door to normal mode ... 01. 1bit(... 0O = = 1 w O
1115 CMD Setanareaonid1,2 3 (on.. 0. 1bit(.. 0 (=] [} B - % ©
.@mn new ohject | |@Auto update enabled | | [T Clear ||| |4 | 4 || Page 1)0f3 || B | Bl H.%‘l IP = TP policy: Mone; TP = IP policy: Mone Displat

Figure 24: 'KNX objects' tab

In this tab you can:

- Consult the existing KNX objects.

- Add objects (which are not parts of the SPCway configuration)

- Modify object settings.

Note: for those objects created by the SPCway, you should not change the settings such as

name or data type. When you do, they will be reset by the SPCway protocol daemon after
some time.

- You can modify filtering.

- Write a value to the KNX bus: click on the ‘set value’ icon to the right of the row listing.
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- Delete objects: again, for objects created by the SPCway: you should not delete. When an
object is no longer configured, the SPCway daemon will remove it for you.

- Filter the list by the panel on the left.

Object naming

When creating the objects, the SPCway will try to give a clear name to facilitate the use of the ‘KNX
objects’ tab and the ‘Logging’ tab. When multiple events/status/command are linked to one object,
this is indicated by ‘(# n)’, where n is the number of links.

Automatic object discovery

If you which, you can have the SPCway discover and list all KNX objects it detects on the bus. For that
purpose, you need to activate the buss sniffer. Go to ‘Utilities’ > ‘General Configuration’ >’Bus
sniffer’.
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All objects which are listed in the KNX objects tab, and for which the logging is activated, will be
logged in the SPCway. The size of the Log can be set in the ‘Utilities’ tab.

SPCway - Panel and Object Configuration

KMNX SPC config KN Objects

Object log filter #

Start date:

(] v
End date:

A w
Name or group address:
Tags:

Value:

Source address:

| Apply fiter | |Cancel|

Version: 20141127

Figure 25: 'Logging' tab

KNX Object logs

Log time

14.01.2015 17:10:41
14.01.2015 17:10:41
14.01.2015 17:10:38
14.01.2015 17:10:38
14.01.2015 17:10:35
14.01.2015 17:10:35
14.01.2015 17:10:35
14.01.2015 17:10:30
14.01.2015 17:10:28
14.01.2015 17:10:26
14.01.2015 17:10:26
14.01.2015 17:10:25
14.01.2015 17:10:24
14.01.2015 17:10:24
14.01.2015 17:10:24
14.01.2015 17:10:19
14.01.2015 17:10:18
14.01.2015 17:10:16
14.01.2015 17:10:16
14.01.2015 17:10:16

[T Clear || | Export alllogs || | [4 | 4 || Page

Utilities

Object add...

110033
113
1311
103
11311
11033
103
11132
a2
11311
1w
1312
11311
11033
103
113011
13
113
11033
1MW

Alerts

Neighbours:  Select neighbour

Logs Error log

Object name

EVT Zone Open on id 1, value TS
EVT Zone Open on id 1, value 1 (#2)
STS Zone state on id 1

EVT Zone Open on id 1, value 1 (#2)
STS Zone state on id 1

EVT Zone Cpenconid 1, value TS
EVT Zone Open cn id 1, value 1 (#2)
STS Area mode onid 1

STS Zone state on id 2

STS Zone state on id 1

EVT Zene Open on id 1, value 1 (#2)
5TS Zone state on id 2

STS Zone state on id 1

EVT Zene Open on id 1, value TS
EVT Zone Open on id 1, value 1 (#2)
STS Zone state on id 1

EVT Zone Cpen on id 1, value 1 (#2)
STS Zone state on id 1

EVT Zene Open on id 1, value TS
EVT Zone Cpenonid 1, value 1 (#2)

You can use the left pane to filter the log.

Type
write
write
wirite
write
write
wirite
wirite
wirite
wirite
wirite
wirite
write
wirite
wirite
write
write
wirite
write
wirite

wirite

16 |of 51 || b | B | n%‘l

Source ad...

15.15.255
15.15.255
15.15.255
15.15.255
15.15.255
15.15.255
15.15.255
15.15.255
15.15.255
15.15.255
15.15.255
15.15.255
15.15.255
15.15.255
15.15.255
15.15.255
15.15.255
15.15.255
15.15.255
15.15.255

Decoded value Data type

17:09:42, Wednes...  10. 3 byte time / day
1 01. 1 bit (boclean)

o 01. 1 bit {boolean)

o 01. 1 bit (boolean)

1 01. 1 bit (boclean)
17:09:37, Wednes...  10. 3 byte time / day
1 01. 1 bit (boclean)

o 01. 1 bit {boclean)

o 01. 1 bit {booclean)

o 01. 1 bit (boclean)
o 01. 1 bit (boclean)

1 01. 1 bit (boolean)

1 01. 1 bit (boclean)
17:09:25, Wednes...  10. 3 byte time / day
1 01. 1 bit (boolean)

] 01. 1 bit (boclean)

o 01. 1 bit {boolean)

1 01. 1 bit (boolean)
17:09:18, Wednes...  10. 3 byte time / day
1 01. 1 bit {booclean)

Displaying legs 301 - 320 of 1001
CPU/IO: 0.11 0,13 0.18, Memory: 8%, KNX/TP: ERROR

|
¥ | Language: | English ¥ | Start page
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13.3 Alerts, Logs and Error log

In the interface you will also find three tabs; ‘Alerts’,’Logs’ and ‘Error log’, which you normally do not
need once everything runs fine. However, in order set up the SPCway, this can provide helpful
information.

In normal operation, there will be very little messages in these three tabs.
However, if configuration issues are found, these will be reported here.

Example: if the EDP ID of the connected SPC panel does not match the configured ID, the connection
will be stopped and reported in the ‘Alerts’.

This provides helpful information to diagnose the configuration.

If needed you can increase the verbosity of the alerts and logging. See the advanced settings section
for more details.

13.4 Back-up and restore

It is recommended to often make a back-up of your data. This can be done via ‘KNX & SPC
configuration’> ‘Utilities’> ‘Back-Up’. To restore a back-up on your device, click the ‘Restore’ button,
next to the ‘Back-up’ button.
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14 Advanced settings

14.1 Hostname

You can change the hostname (ie 'SPCway’): ‘Sytem Configuration’ -> Menu ‘System’ -> ‘Hostname’

SPCway. Simply go to http://SPCway.local/ and all Apple enabled pc’s and tablets will find

6 Note: If you don’t use an internal DNS service, then you can use the hostname of your

your SPCway on the network. On Android, install the free “Zero Config Browser’ to easily find
your SPCway

Note: If you have an internal DNS, then the network administrator can define a network
name and IP-lease for your device.

14.2 KNX-IP router & filtering

The SPCway can be used as a KNX-IP router with advances filtering features.
When KNX-IP features are enabled, all telegram will be exchanged between the TP and the IP side.
In order to limit traffic in either or both directions, filters can be defined. These can be defined at:

- high level: go to the System configuration page -> Network -> KNX connection. Then modify
the filtering tabs accordingly. If you need further assistance then please contact us for a
detailed explanation,

r
KNX connection
General 1P > TP filter TP > IP filter
Apply filter to tunneling
SRC policy No filter v

Ind. address list

@ One sddress/range per line. Use * (e.g. 1.1.%) to filter all addresses in the given line.

Mo filker v

@ One address/range per line. Use * (
Note: KIX IP features are require
Filtering lists are updated at once, changing policies requires restart

1/1/*) tofilter all addresses in the given line.

ok ][ cancel |

.

Figure 26: Configure KNX connection

- Object level: in the KNX objects tab of the ‘KNX & SPC configuration’ page, you can specify for
every KNX object if and in which direction it can pass.


http://spcway.local/
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14.3 Advanced General settings

The following additional General parameters can be specified in the ‘General’ section of the ‘KNX &
SPC configuration’ tab:

- DEBUG: when a value >0 is set, this will increase the amount of information that will be put
in the alerts and logging tabs. This can help when diagnosing problems. It is suggested to not
set the DEBUG value to a value larger than 1 for normal user purposes. Higher values are
targeted for specialist review. The amount of logging will be so extensive that it can degrade
responsiveness of the SPCway.

- Updatelnt.xxxx: For every type of element, there is a default polling interval for status
updates. On top of that, updates are also triggered based of monitoring of specific related
events. For network performance reasons, and depending on event management strategies,
it might be necessary to reduce the default intervals. This can be achieved by specifying
these general parameters.

If all events are forwarded to the SPCway (event forwarding active and no event filtering in
the SPC panel), then increasing the default polling intervals should have no functional effect.
The default values are:

- Zone: 2s
- Area:4s
- Door: 2s
- Output: 2s
- System: 2s
- User: 600s

14.4 Firmware upgrade

The SPCway firmware can be upgrade. Upgrades are announcement and available for download on
our website. After downloading the most recent upgrade file from our website, upgrade is initiated
under ‘Sytem Configuration’ -> Menu ‘System’ -> ‘Upgrade firmware’

If your device does not have this menu option, then follow the instructions on our website to activate
this upgrade feature, or contact us.

Before upgrading always backup your configuration: you find the Backup feature on the
‘Utilities’ tab of the main configuration page.

After upgrade, if the upgrade was unable to maintain your configuration, you can restore
the backup throught the same ‘Utilities’ tab, ‘Restore’ button.
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14.5 Resetting password

If you forgot your password, there is a way to reset it via a factory reset. If you do so, your whole
device will be reset, and all data will be lost. We recommend often making back-ups.

Push the ‘reset’ button on your SPCway during 10 at least. Your device is now factory reset.

The IP address, KNX address and username & login are changed to:
- 1P:192.168.0.10
- KNX: 15.15.255
- Username & login: admin & admin
- Restore a back-up of your files. (See also 13.4 ‘Back-up and restore’.)

- If you don’t have a back-up of your files, you have to restore a blank back-up file, ‘Blank Back-
up V2_0.tar.gz’, which can be found on our website
http://www.knxlogic.eu/firmwares/spcway-firmware/.

- Atlast, you need to reenable ‘Remote services’. This can be done via ‘System configuration’ >
‘Services’ > ‘Remote services’.

r _
Remote services x

Service status Enabled g
Allow only exported objects ]

Username remote

Password

@) Leave password blank to keep it unchanged.

L [ 0K ][ Cancel ]

Figure 27: Remote services

6 Note: If the remote services aren’t enabled, BACnet won’t work.


http://www.knxlogic.eu/firmwares/spcway-firmware/
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Annex 1: Event definitions

SIA SIA event description Element type Filter Element
Code type
Alarm Abort BC Burglary Cancel User
Alarm Restores NB Alert Close Node Expander
Alarm Restores SD Alert Close Info
Alarm Restores YH Bell Restored
Alarm Restores BR Burglary Restoral Zone Area
Alarm Restores BJ Burglary Trouble Restore Zone Area
Alarm Restores FR Fire Restoral Zone
Alarm Restores HR Holdup Restoral
Alarm Restores H) Holdup Trouble Restore Zone Area
Alarm Restores ZL Keypad Unlocked Expander
Alarm Restores MR Medical Restoral
Alarm Restores PR Panic Restoral Expander
Alarm Restores LR Phone Line Restoral
Alarm Restores TR Tamper Restoral Zone
Alarm Restores UR Untyped Zone Restoral Zone
Alarm Restores PH User Panic Alarm Restoral Zone
Alarm Restores WX Web Unlocked
Alarm Restores PR User Panic Alarm Restoral User
Alarm Restores WX Web Unlocked
Alarms NO Alert Reopen Node Expander
Alarms SO Aller Reopen Info
Alarms YA Bell Fault
Alarms BA Burglary Alarm Zone Area
Alarms BT Burglary Trouble Zone Area
Alarms FA Fire Alarm Zone Area
Alarms HA Holdup Alarm
Alarms HT Holdup Trouble Zone Area
Alarms ZE Keypad Locked Expander
Alarms MA Medical Alarm
Alarms PA Panic Alarm
Alarms LT Phone Line Trouble

Alarms TA Tamper Alarm



Alarms
Alarms
Confirmed alarms
Doors
Doors
Doors
Doors
Doors
Doors
Doors
Doors
Doors
Doors
Doors
Early / Late
Early / Late
Early / Late
Early / Late

Fault or Tamper
Restores
Fault or Tamper
Restores
Fault or Tamper
Restores
Fault or Tamper
Restores
Fault or Tamper
Restores
Fault or Tamper
Restores
Fault or Tamper
Restores
Fault or Tamper
Restores
Fault or Tamper
Restores
Fault or Tamper
Restores
Fault or Tamper
Restores
Fault or Tamper
Restores

UA
Www
BV
DC
DD
DG
DO
DF
DN
DR
ZA
ZB
DX
AU
CK
OK
oT
CcT
AR

YH

BJ

YK

EN

ER

EJ

FJ

HJ

MJ

Xz

Pl

Untyped Zone Alarm
Web Locked
Burglary Verified
Access Closed
Access Denied
Access Granted
Access Open
Door Forced
Door Left Open
Door Restoral
Reader Locked
Reader Unlocked
Request to Exit
Unknown Card
Early Close

Early Open

Late To Close
Late to Open

AC Restoral

Bell Restored

Burglary Trouble Restore
Communications Restoral

Expansion Missing Restore

Expansion Restoral

Expansion Tamper Restore

Fire Trouble Restore

Holdup Trouble Restore

Medical Trouble Restore

Network Restoral

Panic Trouble Restore

Zone

Area
Door
Door
Door
Door
Door
Door
Door
Door
Door
Door
Door
User
User
Area

Area

Zone

Modem

Expander

Expander

Zone

Zone

Zone
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User
User
User
User
User
User

User

Area



Faults or Tamper
Restores

Fault or Tamper
Restores

Fault or Tamper
Restores

Fault or Tamper
Restores

Fault or Tamper
Restores

Fault or Tamper
Restores

Fault or Tamper
Restores

Fault or Tamper
Restores

Faults or Tamper
Restores

Fault or Tamper
Restores

Fault or Tamper
Restores

Faults or Tampers

Faults or Tampers
Faults or Tampers
Faults or Tampers
Faults or Tampers
Faults or Tampers
Faults or Tampers
Faults or Tampers
Faults or Tampers
Faults or Tampers
Faults or Tampers
Faults or Tampers
Faults or Tampers
Faults or Tampers
Faults or Tampers
Faults or Tampers
Faults or Tampers
Faults or Tampers

Faults or Tampers

XG

XC

ov

XH

XJ

YR

TR

uJ

XR

AT
YA
BT
YS
EM
ES
ET
FT
HF
HT
MT
XY
PT
YP
XK
XD
XB
ou
XQ

Phone Line Resotre
Power Supply Restored
PSU Battery Low Restoral
PSU Output LV Close
PSU Tamper Close

RF Interference Restoral

RF Receiver Tamper
Restoral

System Battery Restoral
Tamper Restoral
Untyped Trouble Restore

Wireless Battery Low
Restoral

AC Trouble

Bell Fault

Burglary Trouble
Communications Trouble
Expansion Device Missing
Expansion Device Tamper
Expansion Trouble

Fire Trouble

Hardware Fault

Holdup Trouble

Medical Trouble

Network Fault

Panic Trouble

Power Supply Trouble
PSU Battery Discharged
PSU Battery Low

PSU Output LV Open
PSU Tamper Open

RF Interference
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Line Number

Expander
Expander
Expander
Zone

Zone

Zone

Zone Area

Zone
Modem

Expander

Expander

Zone Area

Zone

Zone

Zone

Expander
Expander
Expander
Expander

Zone



Faults or Tampers
Faults or Tampers
Faults or Tampers
Faults or Tampers
Faults or Tampers
Inhibit and Isolate
Inhibit and Isolate
Inhibit and Isolate
Inhibit and Isolate
Inhibit and Isolate
Inhibit and Isolate
Inhibit and Isolate
Inhibit and Isolate
Inhibit and Isolate
Inhibit and Isolate
Inhibit and Isolate
Inhibit and Isolate
Inhibit and Isolate
Inhibit and Isolate
Network

Network

Other

Other

Other

Other

Other

Other

Other

Other

Other

Other

Other

Other

Other (Non- Standard)

XS
YT
TA
uT
XT
BB
BU
FB
FU
HB
HU
MB
MU
PB
PU
TB
TU
uB
uu
NT
NR
IA
LB
LX
RR
T
ZG
I
Y
X
TC
ZK
TP
cv

RF Receiver Tamper
System Battery Trouble
Tamper Alarm

Untyped Zone Trouble
Wireless Battery Low
Burglary Bypass
Burglary Unbypass

Fire Bypass

Fire Unbypass

Holdup bypass

Holdup Unbypass
Medical Bypass
Medical Unbypass
Panic Bypass

Panic Unbypass
Tamper Bypass
Tamper Unbypass
Untyped Zone Bypass
Untyped Zone Unbypass
Network Failure
Network Restoral

Code Tamper

Local Program

Local Programming Ended
Power up

Time changed

User accessing end
User accessing system begin
User Code Changed
User Code Deleted
Walktest End

Walktest Start

Zone Walked

Camera offline

Zone

Zone

Zone
Zone
Zone
Zone
Zone
Zone
Zone
Zone
Zone
Zone
Zone
Zone
Zone

Zone

Expander

User

User

Area
Area
Zone

Camera
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Area

User
User
User
User
User
User
User
User
User

User

User

User

Node
Node
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Other (Non- Standard) CU Camera online Camera

Setting and Unsetting CG Close Area Area User
Setting and Unsetting  CS Closing Keyswitch Zone

Setting and Unsetting | CL Closing Report User

Setting and Unsetting  ClI Fail to Close Area

Setting and Unsetting = OG Open Area Area

Setting and Unsetting  OS Opening Keyswitch Zone Area
Setting and Unsetting = OP Opening Report User

Setting and Unsetting  NL Perimeter Armed Area User
Setting and Unsetting | CQ Remote Closing User

Setting and Unsetting 0Q Remote Opening User

Unfiltered RP Automatic EDP-Modem Test | Modem

Unfiltered RX Manual EDP-Modem Test User

Zone State Changes ZC Zone Close Zone Area
Zone State Changes ZD Zone Disconnect Zone Area
Zone State Changes ZF Zone Fault Zone Area
Zone State Changes ZM Zone Masked Zone Area
Zone State Changes Z0 Zone Open Zone Area
Zone State Changes Zl Zone Out Of Bounds Zone Area
Zone State Changes ZX Zone Short Zone Area

Zone State Changes ZN Zone Unstable Zone Area
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Annex 2: Status definitions

Class Status name Element Type Possible predefined values

Area Area mode Area Unset, Partset_A, Partset_B, Fullset
Area Area name Area

Area All Area min mode Area Unset, Partset_A, Partset_B, Fullset
Door Door status Door NORMAL, LOCKED, UNLOCKED,

OPEN_TOO_LONG, LEFT_OPEN,
FORCED, TAMPER, OFFLINE

Door Door Zone state Door OPEN, CLOSED, SHORT, DISCON,
DCSUB, OFFLINE

Door Door name Door First 14 characters of the name

Output Output status Output 1,0

System Panel product name System First 14 characters of the name

System Panel Firmware version System First 14 characters of the version

System Panel Product ID System First 14 characters of the ID

System Full engineer mode active = System 1,0

System System Tampered System 1,0

System System General fault System 1,0

System System Mains fault System 1,0

System System Battery fault System 1,0

System System Ext. Bell active System 1,0

System System Ext. Strobe active = System 1,0

System System Int. Bell active System 1,0

System Modem 1 not responding = System 1,0

System Modem 1 Line fault System 1,0

System Modem 2 not responding = System 1,0

System Modem 2 Line fault System 1,0

System EDP fault System 1,0

System EDP Connection(*) System 1,0

User User name User First 14 characters of the name

Zone Zone state Zone OPEN, CLOSED, ALARM, ISOLATE,

MASKED, INHIBIT, SOAK, OFFLINE,
DCSUB, TROUBLE, SHORT, DISCON,
FAULT

Zone Zone type Zone ALARM, ENTRYEXIT, EXITTERM,
FIRE, FIREX, LINE, PANIC, HOLDUP,
TAMPER, FAULT1, FAULT_HOLDUP,
FAULT_WARNING, TECH, MEDIC,
KEYARM, SHUNT, XSHUNT,
LOCKSUP, SEISMIC, ALL OKAY,
SETTING_AUTH, LOCK_ELEMENT,
GLASS

Zone Zone name Zone First 14 characters of the name
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*: This is the status as perceived by the SPCway since the Panel EDP status cannot transmit its status
when connection is lost.
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Annex 3: Command definitions

Command Name Element type Option

Area Force Set Area Area

Area Partset A an area Area

Area Partset B an area Area

Area Set an area Area

Area Unset an area Area

Verification Zone | Audio Challenge Verification Zone | Number of the Audio

message to be played

Door De-inhibit door zones Door

Door De-isolate door zones Door

Door Inhibit door zones Door

Door Isolate door zones Door

Door Lock a door Door

Door Open a door momentarily | Door

Door Open a door permanently | Door

Door Set a door to normal Door

mode

Output Reset outputs Output

Output Set outputs Output

System Restore alerts System

System Silence All Bells System

System Set SPCway Watchdog System

User N/A User

Zone De-inhibit zones Zone

Zone De-isolate zones Zone

Zone Inhibit zones Zone

Zone Isolate zones Zone
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Annex 4: BACnet

ANNEX A - PROTOCOL IMPLEMENTATION CONFORMANCE STATEMENT (NORMATIVE)

(This annex is part of this Standard and is required for its use.)

BACnet Protocol Implementation Conformance Statement

Date: 1 juin 2019

Vendor Name: KNXlogic

Product Name: SPCway Plus

Product Model Number: SPCway Plus 4XXX, SPCway Plus 5XXX, SPCway Plus 6XXX

Application Software Version: 2.0 Firmware Revision: 1.15 BACnet Protocol Revision: 10

Product Description:

SPCway is a dedicated protocol gateway to allow the integration of Vanderbilt (former Siemens) SPC
intrusion control panels to be integrated in a building management system over a series of supported
protocols.

The SPCway Plus adds BACnet protocol support and a vizualisation server.

It is gateway between KNX, Modbus, BACnet & IP logic module providing memory function and event
controller, user interface based on a web server application.

It can be used from local and mobile devices such as smartphones, tablets, PCs and touch panels.

BACnet Standardized Device Profile (Annex L):

BACnet Operator Workstation (B-OWS)
BACnet Advanced Operator Workstation (B-AWS)
BACnet Operator Display (B-OD)

BACnet Building Controller (B-BC)



BACnet Advanced Application Controller (B-AAC)

BACnet Application Specific Controller (B-ASC)

BACnet Smart Sensor (B-SS)
BACnet Smart Actuator (B-SA)

List all BACnet Interoperability Building Blocks Supported (Annex K):

K NXIogiC

ReadProperty-B DS-RP-B
Data Sharing Ree?dPropertyMuItipIe-B DS-RPM-B
WriteProperty-B DS-WP-B
COV-B DS-COV-B
Dynamic Device Binding-B DM-DDB-B
Dynamic Object Binding-B DM-DOB-B
Device and Network DeviceCommunicationsControl-B DM-DCC-B
Management TimeSynchronization-B DM-TS-B
UTCTimeSynchronization-B DM-UTC-B
ReinitializeDevice-B DM-RD-B

Segmentation Capability: NOT SUPPORTED

Able to transmit segmented messages Window Size

Able to receive segmented messages Window Size

Standard Object Types Supported:

An object type is supported if it may be present in the device. For each standard Object Type

supported provide the following data:

Whether objects of this type are dynamically creatable using the CreateObjectservice

Whether objects of this type are dynamically deletable using the DeleteObject service

List of the optional properties supported

List of all properties that are writable where not otherwise required by this standard

List of all properties that are conditionally writable where not otherwise required by this standard

List of proprietary properties and for each its property identifier, datatype, and meaning

List of any property range restrictions
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Object Type [Required Properties Optional Properties Writable
Properties
Device Object_ldentifier Object_Name Object_Type |Description Local_Time No
System_Status Vendor_Name Utc_Offset Local_Date
Vendor_ldentifier Model_Name Daylight_Savings_Status
Firmware_Revision Profile_Name
Application_Software_Version Location
Protocol_Version Protocol_Revision Active_Cov_Subscriptions
Protocol_Services_Supported
Protocol_Object_Types_Supported Object_List
Max_Apdu_Length_Accepted
Segmentation_Supported Apdu_Timeout
Number_Of_Apdu_Retries
Device_Address_Binding
Database_Revision
Object Type Required Properties Optional Properties Writable Properties

lAnalogValue

Object_ldentifier Object_Name
Object_Type Present_Value Status_Flags
Event_State

Out_Of_Service Units

Description Priority_Array
Relinquish_Default
Cov_Increment

Present_Value
Cov_Increment
Out_Of_Service

Object Type

Required Properties

Optional Properties

Writable Properties

BinaryValue

Object_ldentifier Object_Name
Object_Type Present_Value Status_Flags
Event_State

Out_Of_Service

Description Priority_Array
Relinquish_Default

Present_Value
Out_Of Service




Note: The functional application consequence of writing a ‘Present_Value’ depends on the actual
configuration of the Object. This can be consulted in the configuration of the SPCway itself, of in the
modbus profile csv file that can be downloaded from the SPCway

Data Link Layer Options:

BACnet IP, (Annex J)

BACnet IP, (Annex J), Foreign Device

ISO 8802-3, Ethernet (Clause 7)

ATA 878.1, 2.5 Mb. ARCNET (Clause 8)

ATA 878.1, EIA-485 ARCNET (Clause 8), baud rate(s)
MS/TP master (Clause 9), baud rate(s):

MS/TP slave (Clause 9), baud rate(s):
Point-To-Point, EIA 232 (Clause 10), baud rate(s):
Point-To-Point, modem, (Clause 10), baud rate(s): __
LonTalk, (Clause 11), medium: ____

BACnet/ZigBee (ANNEX O)

Other: _

Device Address Binding:

Is static device binding supported? (This is currently necessary for two-way communication with
MS/TP slaves and certain other devices.) Bl Yes RINo

Networking Options:

Router, Clause 6 - List all routing configurations, e.g., ARCNET-Ethernet, Ethernet-MS/TP, etc.

KNXlogic

advanced integration made easy
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Annex H, BACnet Tunneling Router over IP

BACnet/IP Broadcast Management Device (BBMD)

Does the BBMD support registrations by Foreign Devices? Yes BINo Does the BBMD support

network address translation? Yes B No

Network Security Options:

Non-secure Device - is capable of operating without BACnet Network Security
Secure Device - is capable of using BACnet Network Security (NS-SD BIBB)

Multiple Application-Specific Keys:

Supports encryption (NS-ED BIBB)

Key Server (NS-KS BIBB)

Character Sets Supported:

Indicating support for multiple character sets does not imply that they can all be supported
simultaneously.

ISO 10646 (UTF-8) IBM?/Microsoft? DBCS ISO 8859-1
ISO 10646 (UCS-2) ISO 10646 (UCS-4) JIS X 0208

If this product is a communication gateway, describe the types of non-BACnet
equipment/networks(s) that the gateway supports:

See above
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