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1 Welcome screen

&« C | [} spoway.local/ e B

System KNX & SPC
configuration  configuration

SPCway 6xxx
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2 System Configuration

2.1 IP network interface configuration

€ C' | [3 speway.local/cgi-bin/flashsys/index.cgi x| ® O

Interface eth0

Protocel Static IP b

1P address | DHCP

Network mask 255.255.255.0
Gateway IP 192.168.255.1
DNS server 192.168.255.1

Mtu

Lok |[_cencel

2.2 KNX address & KNX-IP

= C' | [ speway.local/cgi-bin/f

KNX connection

General SRC filter DST group filter DST indiv. filter Secure tunnel

Mode ElBnet/IP Routing
KN address j1.1.99]

KN 1P features L4

Multicast IP 224.0.23.12

Multicast TTL 1

Multicast interface ethd

Maximum telegrams in queue 100
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3 KNX & SPC configuration

3.1 Gateway parameters / configuration

3.1.1 General panel and gateway settings
While editting a setting (upon clicking the parameter in the grid)

QR i stonydacalicgi-binyscadafindexesi

[Tu’port
|s0000

The TCP port, used by the panel to poll the
connection




3.1.2 Editing/adding an Event communication object

KNX SPC config KNX SPC config KNX Objects KNX Object logs Utilitie
General ‘ Events ‘ [ Status
- A (:
- A U}
- - | -
=] View List
Class Event Option KNX ob
& Add new event
Doors Acc 4 11/0/24
Doors Access Granted * 11/0/30
Doors Access Granted * 11/0/31
7oane State Ch Tane Onen 2 12

KN Xlogic

Alternatively: click on a communiation object in the grid to start editing.

Resulting edit/add window:

-Conﬁgufe Event

Class:

Event:

Door ID:

Filter on User ID:
Active:

KNX object:

KNX datatype:
KNX value:

Description:

Doors s
Access Granted v

4

4

11/0/24
05. 1 byte unsigned integer ¥
1

user 4 is granted access to any door

Save Cancel

Multiple elements to assist the user to configure:

- Comboxes to help find the needed SIA event:

for event Class:

Class: 'm =
Event: Alarm Abort
Door ID: Alarm Restores

Alarms
Filter on User [D: Confirmed alarms
Active: Doors
KNX object: Early / Late
KNX dat . Fault or Tamper Restores

ek Faults or Tampers

KNX value: Inhibit and Tsolate
Description: Network

Other

Other (Non- Standard)
Setting and Unsetting
Unfiltered

Zone State Changes

R e ]
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and Event (listing the possible events in the selected event Class):

Class: Doors =
Event: [Access Granted I
Door ID: Access Closed
Filter on User ID: Access Denied
Access Granted

Active: T
KNX object: Door Forced
KNX datatype: Door Left Open
KNX val Door Restoral

= Reader Locked
Description: Reader Unlocked

Request to Exit
Unknown Card

Tip texts for the other info, depending on info retrieved from the panel:
0 Element ID: (type of element depends on event)

Door ID: - < *:Al |
n, m, ... : multiple IDs n
Filter on User ID: 4 1 : Voordeur
. 2 : Garagepoort
Acive; v 3 : Schuifdeur priv@  [j
KNX object: 11/0/24 4 : Keukendeur passe |
™

0 Filter element ID: (type of element depends on event)

Filter on User ID: 4 T |

) 1: Christof #
Active: 4 2 : Sarah i
KNX object: 3t 1otke

objec 11/0/24 4 : Amanyllis
KNX datatype: 05. 1 byte unsigned integer v | | 5:Parrain
6 : Famous

KNX value: 1 7

: Kuisman |

0 KNX value: explaining the possible options

< The value to be written in the telegram

KNX value: 1
Allowed values:
Description: user 4 is granted access to any door - a numeric value (in line with data type)

- a string (dt string required)
- IV: ID Value = textual description of 1D (dt string
required)
- FV: Filter Value = textual description of the Filter (dt
string required) if present
- SV: SIA 2 |etter code, followed by the ID Value (dt string
required)
| Save || Cancel |- SI: SIA 2 letter code, followed by the ID number (dt

string required)

| - TS: the TimeStamp of the event in time of the SPC panel
(dt time required)

KNX Datatype from a combobox:

KNX datatype: 05. 1 byte unsigned integer |~
KNX value: Not specified -
Description: 01. 1 bit (boolean)

02. 2 bit (1 bit controlled)
03. 4 bit (3 bit controlled)
- 03.007 dim/blinds step
04. 1 byte ASCII character
05. 1 byte unsigned integer
- 05.001 scale

| - 05.003 angle =
06. 1 byte signed integer
07. 2 byte unsigned integer
08. 2 byte signed integer
09, 2 byte floating point
- 09.001 Temperature

| 3 byte unsigned integer v
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3.1.3 Editing/adding a Status communication object

Configure Status X
Class: Area N
Status: Area mode N
Area ID: 3

Possible values:

Active: v

KNX object: 11/3/3

KNX datatype: 01. 1 bit (boolean) ht
Status value type: Converted o
Convertion table: Edit status convertion

Resend interval: 20

Resend @ value: 0

Description: test desc

Save Cancel

Similar elements to assist the user to configure as for the Event:

- Comboboxes for status Class, Status & datatype
- Tiptexts for Element ID (Area ID in case of example above)

Either the raw status can be sent (text or values, depending on status, and as shown in the ‘Possible
values’ field), or the raw status can be converted into personalised status values. If ‘Status value
type’ is ‘Converted’ then the convertion button is enabled, popping up the convertion configuration

window:
Configure Status value convertion X .
Unset 0
Partset_A 1
Partset_B 1
Fullset 1

Save Cancel
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3.1.4 Editing/adding a Command communication object

Configure Command x
Class: Area |~
Command: Set an area ."_
Area ID: o
Option:

Active: |
KNX object: 11/1/1
KNX datatype: 05. 1 byte unsigned integer Y
KNX value filter:
KNX feedback object: 11/2/1
Description: Set the area with ID number as sent in the
KNX command on "11/1/1', and report cmd
success on '11/2/1
Save | Cancel |

Similar elements to assist the user to configure as for the Event:

- Comboboxes for command Class, Command & datatype

- Tiptexts for
0 Element ID (Area ID in case of example above)
Area ID: ov < OV use the KX Command Value as 10 | -
n, m, ... : multiple IDs @
Option: 1: Bureaus a
Active: 4 Z; g

3 : Kelder/garage

KNYX ahiect: 11nn

0 Option: only needed for certain commands like audio verification -> message nr

Audio message: < For certain commands an option value needs to be
provided (see manual).

Active: = Allowed values:

. - the numerical value of the option (eg 2 for audio
KNX object: 11/0/2 message nr 2}

: - €V : in this case the Command Value of KNX telegram
KNX datatype: 01. 1 bit (boolean) v | | will be used as numerical input
i

0 KNXvalue filter

p—""
KNX value filter: 1 < Command value based filtering
When provided, the command will only executed if KNX
KNX feedback object: 11/1/2 telegram Command Value is identical to this value (string
based comparison)
Description: | (mot supported: comma seperated list of allowed values )
T

0 KNX feedback object : possible feedback values

KNX feedback object: 11/1/2 < Command feedback
If an object is provided, then the feedback of the command
Description: is sent on this object.

Data type of the feedback object is always dt.uint8.
Meaning of feedback:
0 = success
2 = error, due to configuration
12 = error, panel in full engineer mode
13 = error, panel not ready to receive such cmd

| 14 = error, cmd not enabled

| Save || Cancel |15 = error, cmd not implemented
| 16 = command: filtered out (KNX value filter)
117 =« d: no panel reply
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3.1.5 Duplication
Existing settings can be duplicated to speed up configuration:

KNX SPCconfig | KNXSPC config || KNX Objects || KNXObjectlogs | Utilities || Alerts | Logs || Errorlog |

General Events | H_ﬂy Ci Reload configuration. |
G S I
- B . =
Class Status Element ID KNX object Status valuet...  Resend interval  Description Active
System System Mains.. 123 Converted @ @
Area Area mode 1 1a3n Status String 20 test desc o (%]
Area Area mode 2 132 Status String 20 test desc (o] @
Area Area mode 3 133 Converted 20 test desc Q (%]
=
3.2 KNX objects
€& - C [3 spewaylocal/cgi-bin/scada/index.cgi & @ =
SPCway KNX - SPC Configuration i | Select nei v | Start page
KMNX SPC config | KNX SPC config KNX Objects |: KMX Object logs il Utilities .i Alerts i. Logs ! Errorlog |
 Dbject filter i«  Groupadd. Objectname Data type Export  Updated at Set...
IR EVT Zone O id 1, value 1 01. 1 bit (boole: 0 1412201422 (&
Name or group address: feietiu sl o ¢ ol g & ©
17014 EVT Zone Open on id 9, value 1 01.1b# (bookean) 0 Fl vz g Q@
11075 EVT Zone Open on id 4, value 1 01.1bd (boolean) 0 Fl 1nzoen. § @
Data type: 106 EVT Access Open on id 1, value 1 01 1bd (boolean) 0 | s O
Not specified = 11011 EVT Open Area on id 1, value 0 05. 1 byte unsigne... 0 Fl 1wl G
Tags (match all): 10012 EVT Open Area on id 2, value 0 05. 1 byte unsigne... 0 Fl 1412201415 (g @
11013 EVT Open Area on id 3, value 0 05. 1 byte unsigne... 0 1 1412201415 s 9
117024 EVT Access Granted on id * for id 4, value 1 01. 1 bit (boolean) 1 [l 0912201412 s @
|
[Apply fler| |Cancel] | | 40 EVT Access Granted on ki *, value IV 16.14byle ASCI .. Voordeur  [¥]  [7] 1412200415 (§ @
1170531 EVT Access Granted on id *, value FV 16. 14 byte ASCIl ... Christof [ El 14.12.2014 15:.. & %]
11032 EVT Access Granted on id *, value TS 10. 3 byte time / day ~ 15:06:16 7] El 14.12.2014 15:.. & D
11033 EVT Zone Open on id 1, value TS 10. 3 byte time / day 2211937 7] ] 14122014220 & @
11101 CMD Set an area on id CV 05. 1 byte unsigne... 0 & E - & @
11hR2 CMD Open a door momentarity on id 1 (on ... 01. 1 bit (boolean) 1 E 08.12.2014 00:... & @
13 CMD Silence Al Bells 01. 1 b (boclean) 0 B - & @
11174 CMD Audio Challenge on id 1, 2, option CV 05. 1 byte unsigne... 0 B - & @
1155 CMD Set a door 1o normal mode onid 1(on ... 01. 1 bit {boolean) 0 B - & @
116 CMD Setanareaonid 1,2, 3 (on CV 1) 01. 1 bt {boolean) 0 B - & @
1T CMD Setan areaonid 1 (on CV 3, 24) 05. 1 byte unsigne... 0 D 20.11.2014 10-.... & @
1721 CFB on command ga 11/1/1 05. 1 byle unsigne... 0 B - & @
@ Add new object ||| € Auto update enabled || G Ciear| [14 | 4 | Page.  1.of3 || b | M| || Displaying objects 1- 20 of 49
Version: 20130927 CPU/IO: 0.39 0.32 0.32, Memory: 11%

One can send a KNX telegram (eg a command) directly from the interface:

Set object value x|
Object name: CMD Silence All Bells
Group address: 11/1/3
Data type: 01. 1 bit (boolean)
New value: true v

1 Save | | Cancel

e lilc ile Bl o]




KN Xogic

3.3 KNX object logging

€ - C | [ speway.local/cgi-bin/scada/index.cgi &L @ =
SPCway KNX - SPC Configuration b | Select v | Start page

| KX SPC config || KX SPC config | KnoxObjects | KNX Objectlogs | wnilities || Alerts | Logs | Erorlog

' Object log filter «| | Logtime Object addr... Object name Type Sourceadd.. Decodedv.. Datatype  Objectdata (number)
[ . | | 1412201422 1w0m EVT Zone Open on id 1, value 1 wite  1.199 0 01 1bit(bo... 00
& o | | 11222 1o EVT Zone Openonid 1, vae TS write  1.199 21937 10.3byteti. 161325
1412201422 1103 EVT Zone Open on id 1, value 1 wite 1,199 1 D1 1bit(bo... 01
End date: 1412201622 11103 EVT Zone Open on id 1, value 1 wite 1199 0 01, 1bit (bo... 00
a8 X1 | | 1412201422 11033 EVT Zone Openonid 1, vae TS write 1,199 21918 10.3byteti.. 161308
Name o group address: 1412201422, 1003 EVT Zone Open on id 1, value 1 wite 1,199 1 01.1bit (bo... 01
1412201822, 1103 EVT Zone Open on id 1, value 1 wrte 1,199 0 01, 1bit (bo... 00
.TBQS (match a"): 1412201422 110/33 EVT Zone Openonid 1, value TS wiTite 1.1.99 22:18:55 10. 3byte ti... 161237
14122014220 1103 EVT Zone Openonid 1, vaiue 1 viTite 1.1.99 1 01. 1bit (bo... 01
1412201421, 1103 EVT Zone Openonid 1, value 1 wvirite: 1.1.99 0 01. 1 bit (bo... 00
_Vadue: 14.12.2014 21:. 110433 EVT Zone Openonid 1, value TS wvirite 1.1.99 21:39:26 10.3byte ti.. 15271A
1412201421 1003 EVT Zone Open on id 1, value 1 wirite 1.1.99 1 01. 1 bt (bo... 01
Source address: 1412201421 1003 EVT Zone Open on id 1, value 1 vrite 1,199 0 01.1bit (bo... 00
1412201421 11033 EVT Zone Openonid 1, vane TS wrte 11,99 21:39:20 10, 3byteti. 152714
14.12.201421:... 1103 EVT Zone Open on id 1, value 1 wrte  1.1.99 1 01.1bit(bo... 01
Mﬂjﬂﬂ\‘cweﬂ 1412201421 1103 EVT Zone Open on id 1, value 1 wirite 1.1.99 0 01. 1bit (bo... 00
1412201421, 11033 EVT Zone Open on id 1, value TS wirite: 1.1.99 201917 10. 3 byte i 151311
14122014 21, 1103 EVT Zone Open on id 1, value 1 wirite: 1.1.99 1 01. 1bit(bo... 01
14.12.2014 21 1103 EVT Zone Openonid 1, value 1 write  1.1.99 0 01. 1bit (bo... 00
1412201821, 10033 EVT Zone Openonid 1 vaue TS write 1199 21:13:08 10, 3byteti.. 151308
| Gciear| | 14| 4 | Page] 1lorson ([ |pi[i[2] Displaying logs 1- 20 0f 10000 |
P
3.4 Utilities
SPCway KNX - SPC Configuration igh | Select v | Startpage

KNX SPC config || KNXSPC config || KNXObjects | KNXObject logs L Utilities || Alerts || Logs | Ermorlog

| ImportESFfle | |  Dateandtime | |  Installupdates | | Backup | | Restore [ Configuration | | System

= - e g e X

3.5 Alerts - Logs - Error Logs
Message logging of alerts, data and errors.

This provides useful information when diagnosing gateways problems (eg version incompatibility, ...)

SPCway KNX - SPC Configuration Neighb:

| Krex SPC config || KNX SPC config “ KNX Objects || KNX Object logs | Utilities I| Alerts | Logs | Errorlog

Alert time Script name Message
15.12.2014 10:37:27 SPC EDP TCP daemon EDP SiA event: wiriting 0 to "11/0/3
15.12.2014 10:37~* cneennTan o I b E_ta. L edrasn s seamn
| SPCway KNX - SPC Configuration Neight

15.12.2014 10:
15.12.2014 10:3| KNXSPC config || KNX'SPC canfig | koxobjects || KNXObjectlogs || Utilities || Alerts | Logs || Errorlog |
15.12.2014 10:

15122014 10:3 | L9 8me Seipl s Message
15.12.2014 10:36:57 SPC EDP TCP daemon * arg: 1 * string: SIA event table * arg: 2 * table: [1] * string: 1000 [2] * string: 102
15.12.2014 10:36:55, N ENNTOR dnnman # arme 4 8 mbrinn: EA aiant dahin § aen: ) & bakin: 4T 8 abeina: 40O 0§ abrinn: 103
SPCway KNX - SPC Configuration Neight

15.12.2014 10:31:5
15,12.2014 10:31:54| KNX SPC config || KNX SPC config H KN Objects || KNX Object logs |

| |
15.12.2014 10:22:2
S A s Error time Script name Error description

utilities | Alerts | Logs | Errorlog |

10



